ITpunoxxenne Ne 5 k nucbmy
MUHOOpa3zoBaHus PocroBckoii obnactu
oT Ne

NHOOPMAILIMOHHA A ITAMATKA
JUS OBYUAIOIINXCA JJIS PASMEILEHN A
HA OOUIIMAJIbHBIX MHTEPHET-PECYPCAX

C KaxabpIM TOJOM MOJIOACKM B HHTEPHETE CTAHOBUThHCA Oouiblle, a
IIKOJBHUKM OJIHM W3 CaMbIX AKTHMBHBIX Nosib3oBarene Pynera. Mexnmy tem,
MOMHMO OTPOMHOTO KOJHMYECTBAa BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
Ota naMATKa J0J>KHA TIOMOYb Te0e 0e30I1aCHO HaXOAUThCS B CETH.

KomnreroTepHsie BUpyCHI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IMPOrpamM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJSIETCSL CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WM MOJHOCTHIO YHUYTOXHUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3alylIeHa 3apa)K€HHas Iporpamma, a TakXKe MOBPEINUTh WU JaKE YHUUYTOKUTH
OIEPaIIOHHYI0 CUCTEMY CO BceMH (paiiilaMu B LI€JOM. B OONbIIMHCTBE CilydaeB
pPacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MeTonbl 3aIUThl OT BPEAOHOCHBIX IIPOrPAMM:

1. Hcnone3yii COBpPEMEHHBIE OIEPAMOHHBIE CHCTEMBI, HMEIOIINE
CEpbE3HBII YPOBEHB 3alIUTHI OT BPEAOHOCHBIX IPOIPAMM;

2. IloctossHHO ycTaHaBnuBaik mauTud (UudpoBBIE 3aIIaTKH, KOTOPHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMmbl) U ApPyrHe
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opunmanbHoro  cairta paszpaborunka OC. Eciu CylecTBYyeT  pexum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PaboTaii Ha cBOoeM KOMIBIOTEpE TOJ[ MpaBaMH IOJIb30BaTENs, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOTrPaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Ucnionb3ylh  aHTUBHMPYCHbIE TPOTPAMMHBIE  TNPOIYKThl ~ M3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpanunup HuU3HUECKUN JOCTYH K KOMIIBIOTEPY ISl IOCTOPOHHHUX JIUIL;

6. Mcnonb3yil BHELIHUE HOCUTENHM MH(OpMAaLMM, Takue Kak (iemika, IucK
WK (ailn U3 MHTEpHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOUHHUKOB,;

/. He oTkpbIBall KOMIIbIOTEpHBIC (ailyibl, MOJyYEHHbICE M3 HEHAIEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailnibl, KOTOpbIE MpUcaan TBOM 3HAKOMBIH. Jlyunie yTouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 310 He BUJ mepenaun JaHHbBIX, HE TEXHOJIOTHS, @ BCETO JIMIIbL OPCHI,
mapka. Eme B 1991 romy HumepmaHickas KOMIAHUS 3aperucTpupoBana OpeH.
«WECA», uto o6o3nagano cinoBocoueranne «Wireless Fidelity», koropsrii
NEPEBOIUTCS KaK «O0eCIIPOBOAHAS TOUHOCTDY.



Jlo Hailero BpeMeHH Jioluia apyras abbpeBuarypa, KotTopas sBJIsSIeTCsl TaKON
xKe TexHonorued. Jto abbpeBuarypa «Wi-Fin. Takoe HazBanue ObLTO JTaHO C
HAMEKOM Ha CTaHIAapT BbICIIeH 3BykoBoi TexHuku Hi-Fi, yto B mepeBoxe
03Ha4YaeT «BBICOKASI TOUHOCTH.

Jla, GecruiaTHBIA MHTEPHET-AOCTYI B Kade, OTEeNIAX U adpoIopTax sBISETCS
OTJINYHOM BO3MOXKHOCTBIO BbIXOJa B MHTEpHET. Ho MHOTHMe sKCHepThl CUMTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBstoTCs 6€301acHBIMHU.

CoBeThl 110 0€3011aCHOCTH pabOTHI B 00IIE0CTYIHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOIO JIMUHYIO HHPOpPMAIHIO Yepe3 olmienoctymabie Wi-Fi
ceTu. PaboTast B HUX, KeJlaTelbHO HE BBOAUTH MAPOJIU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Vcnonp3yit u OOHOBIIAM aHTUBUPYCHBIE MporpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYKH BUPyCa HA TBOE YCTPOMUCTRBO;

3. Ilpu ucnonb3zoBanun Wi-Fi oTtkmoun ¢yHkuuio «OOmuid goctym K
daiiniam u npuHTepam». JlaHHas (QyHKIHUS 3aKpbITa MO YMOJYAHUIO, OJHAKO
HEKOTOPBIE MOJIb30BATENN aKTUBUPYIOT €€ JJI1 Y100CTBa UCIIOJIb30BaHUs B paboTe
WM yueoe;

4. He wucnonwp3yit nyommunesiidi WI-FI nns nepegaun JUYHBIX JTaHHBIX,
HarpuMep, ISl BBIXOJIa B COLMAIIBHBIE CETH WM B DJICKTPOHHYIO MOYTY;

5. Mcnonb3y# TOJIBKO 3amuiieHHoe coequnenue uepe3 HTTPS, a e HTTP,
T.€. pu Habope BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun (ynkiuio "Tloakmouenue k Wi-Fi
apTroMarnuecku'. He momyckail aBTOMaTHMYE€CKOTO MOJKIIOYEHUSI YCTPOMCTBAa K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CounanibHbie CETH

ConnanbHble CETH aKTUBHO BXOJST B HAIIly KU3Hb, MHOTHE JIIOJU PaboTaroT
Y KUBYT TaM MOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUJIIUAP]L YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET
ObITh HalJleHa W MCIOJIb30BaHA KEM YIrOJHO, B TOM YHCJIE€ HE 0053aTEIbHO C
OJIaruMU HaMEPEHUSIMHU.

OcCHOBHBIE COBETHI IO O€30MACHOCTU B COLIMAIBHBIX CETSIX:

1. Orpanuyb cnucok Jpy3er. Y TeOs B JpPY3bsiX HE JOMKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJIEH;

2. 3anminaid CBOIO YacTHYIO >KM3Hb. He ykaspiBail maponu, TeneQoHBI,
aapeca, JaTy TBOETO POXICGHUS W JIPYryl0 JUYHYIO  HWHGOOPMAIHIO.
3110yMBIIIIICHHUKHA MOTYT UCITOJIB30BaTh Ja)kKe HH(POPMAIIUIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTH KAHHUKYJIbI;

3. 3amumiail CBOIO pemyTaluio - JIEepKH €€ B YUCTOTE W 3a/aBail cebe
BOIIPOC: XOTeJN ObI ThI, YTOOBI IPYTHE MOJb30BATEIN BUACIIH, UTO ThI 3arpyKaeiib?
[Toxymaii, mpesxie 4eM 4To-TO OMyOJIMKOBaTh, HAITMCATh U 3arPy3UTh;

4. Eciii ThI TOBOPHULIB C JIFOAbMH, KOTOPBIX HE 3HAClIb, HE MUCIIOJB3YH CBOE
peajgbHOe UMS U IPYTYIO JIMYHYIO0 MH(OpMAIUU: UMs, MECTO >KUTEJIbCTBA, MECTO
y4eObl U MpoUee;



5. U36erait pasmemienus: pororpaduii B IHTepHETE, I ThI M300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO OIIPEAEIUTH TBOE MECTOIIOIOKECHUE;

6. Ilpu peructpanmu B COIMAIBHON CETH HEOOXOAMMO HCIIOIb30BATh
CJIO’KHBIE TIAPOJIH, COCTOAIINE U3 OyKB U IU(P U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE
8;

7. Jlns  colMambHOM CETH, TMOYTHl M JAPYTUX CalTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble maposu. Toraa eciu Teds B3JIOMAaIOT, TO 3JI0YMBIIIIICHHUKU
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DIIEKTPOHHBIE IEHBI N

DNEeKTpOHHBIE JEHbIM - 3TO OYEHb YAOOHBIM Ccrmoco0 miarexei, OJHAKO
CYIIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTAT MOJTYYUTh 3TH JICHBIH.

DJIEKTPOHHBIE IEHBI'H MOSIBUIIMCH COBCEM HETABHO M UMEHHO HM3-3a 3TOTO BO
MHOTUX TOCyAapCTBax J0 CHX MOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHU (YHKIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, I'Je
WX Pa3JeisaioT Ha HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3zHuna B
TOM, YTO AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTE Onepauu 6e3
UJEHTU(PUKAIIMY TTOJB30BaTENsl, @ B HCAHOHUMHBIX UJEHTU(PUKAIIUS MOJIb30BaATENS
ABIIAETCS 0053aTEILHOM.

Taxxke crnenyer pas3iuyaTh DSJIEKTPOHHbIE (UaTHbIE JAEHBIH (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) M DJICKTPOHHBbIE He(dUATHBIE ACHBIM (HE PaBHbI
roCyJapCTBEHHBIM BAJIIOTaM).

OcCHOBHBIE COBETHI IO 0€30MAaCHOM padOTe C AICKTPOHHBIMU JICHbIAMU:

1. TlpuBsku K cyeTy MOOWIIbHBIA TeneoH. DTO camblii yHOOHBIA U
OBICTPBI CIOCOO BOCCTAHOBUTH JOCTYN K cueTy. I[lpuBszanHblii TenedoH
MOMOKET, €Cu 3a0yjelllb CBOW IUIATEXHBIM Mapoib WIM 3aijelllb Ha CalT C
HE3HAKOMOI'0 YCTPOWCTBA;

2. Ucnonp3yit omHOpa3oBbie mapoiu. Ilocie mepexoma Ha YCHICHHYIO
aBTOpHU3alMI0 TeOe yke He OyneT yrpoKaThb OMNACHOCTh KpPakKM WM TepexBaTa
IIJIATEXKHOTO MAPOJIS;

3. Beibepu cnoxsbiii maponb. [IpecTtymaukam OyneT HE MpPOCTO yraaath
CJIOKHBIM MapoJib. HagexHple mapoyim - 3T0 Mapoiu, KOTOPbIE CONEPKAT HE MEHEE
8 3HAKOB M BKJIOYAIOT B CE€OS CTPOYHBIE WU NPOIMHUCHBIE OYKBBI, LHUPPHI H
HECKOJIbKO CUMBOJIOB, TAKME KaK 3HaK J0Jui1apa, PyHTa, BOCKIUIATEbHBINA 3HAK U
T.11. Harmpumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAalTax, KOTOPBIM HE JIOBEPSCIIIb.

DJIEKTPOHHAs TOYTa

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTHUSI U MPEJOCTABISAEMbIE €10 YCIYTH IO
NEPECHUIKE U MOIYYSHHIO JIEKTPOHHBIX COOOIIEHUN, KOTOPhIE paclpeaensoTcs B
KOMIbIOTEpHOH ceTh. OOBIYHO DJIEKTPOHHBIM IMOYTOBBIM SIIUK  BBITJISIUT
CIeIyIoIUM 00pa3oM: UMsI_TOdb30BaTeasi@umMs_JiomeHa. Takxke Kpome nepeaadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh TIEpe/iaBaTh (ailiibl.

OCHOBHBIE COBETHI 110 OE30MACHON padOTe C ANEKTPOHHOMN MOYTOM:

1. Hamo BbIOpaTh MNpaBUIBHBIN IOYTOBBIM cepBUC. B HHTEpHETE eCTh
OTPOMHBIN BBIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle IOBEPSAThH TEM,
KOTO 3HA€ElIb U KTO NEPBbIA B PEUTUHIE;



2. He yka3pIBail B IMUHOM mouTe JUYHYIO HHOopMaruio. Hanpumep, maydiie
BbIOpaTh «My3bIKaNbHBIN _(panat@» mm «pokx2013» BmecTo «temal3»;

3. Ucnonp3yit ABYX3TallHYI0 aBTOPHU3ALMIO. OJTO KOTAa MOMHMO MapoJIs
HY>KHO BBOJUTH KOJ, MPUChUIaeMbIi 10 SMS;

4. Be106epu CIIOXKHBIN Napoib. [[J1s Kaxka0ro HOYTOBOIO SIIIUKA JTOJKEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY HapOJb;

5. Ecnim ecTp BO3MOYKHOCTH HamucaTh CaMOMYy CBOM JIMYHBIA BOIIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Uconb3yil HECKOJIBKO IMOYTOBBIX SIIMKOB. IlepBBIi 11 YacTHOM
MEPEINNCKU C aipecaramMu, KOTOPBIM Thl JOBEPSECHIb. JTO AJIEKTPOHHBIN agpec He
HAJI0 UCTIOIBh30BATh MPU PETUCTPAIIMHU Ha POopyMaxX U CalTax;

/. He oTkpwiBail ¢ailibl U Ipyrue BIOXKEHHS B MUCHbMAaxX, JaXKe €ClIU OHU
OPUIILTA OT TBOWX JApy3el. Jlydile yTouHH y HUX, OTIPABISUIM JIM OHH TeOe ITH
(aiinbl;

8. [locme oxoHuaHWs pabOTHI HAa TMOYTOBOM CEpPBHCE IMEpell 3aKPBITHEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaXKaTh Ha «BBIATI.

KubepOymuHr niin BUPTYaJIbHOE U3/E€BATEIbCTBO

KubepOymumuar -  mpecienoBaHuE  COOOIICHUSIMHU,  COAEpKaIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIlyTHUBaHUE; XYJIATAHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C IOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTMHTOM:

1. He Gpocaticsa B 60oii. JIyummii crmoco6: mocoBeToBaThCA Kak ceOsl BECTH U,
€clii HEeT TOro, K KOMy MOXXHO OOpaTHTbCs, TO BHadajleé YCIOKOUTbCA. Ecimu Thl
HaYyHEIIb OTBEYaThb OCKOPOJEHMSMH Ha OCKOPOJIEHUS, TO TOJBKO elle OoJblie
Pa30AOKeIIb KOH(IIHUKT;

2. Yupapnsii cBoel kubeppemyTaiuei;

3. AHOHUMHOCTH B ceTH MHHMas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOMT 32 AHOHUMHBIM aKKayHTOM;

4. He cTouT BECTHM XYJUTaHCKUU 00pa3 BUPTyaJlbHOM Xu3HHU. MHTEepHeT
(GuKcUpyeT Bce TBOM JEUCTBHSI M COXpAHSET UX. YAAIUTh UX OyleT KpaiiHe
3aTpyAHUTEIBHO;

5. CoOmroail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. UrHopupyii enuHuuHblid  HeraTuB. (OJHOpa30Bble OCKOPOHUTENIbHbBIE
cooOIIeHusT Jydmie UrHopupoBaTh. OOBIUHO arpeccusi MpeKpaliaercs Ha
HayvaJIbHOM CTauM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIICHUSIMU, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXHOCTH OJIOKUPOBKM OTIPABKH COOOIIEHHUH C
OINPEJEIIEHHBIX a/IPECOB;

8. Ecnu T cBUneTens kKubepOyuiHra. TBOU NEUCTBUS: BHICTYIUTh MMPOTHB
npeciieloBaTeNs, MoKa3aTb €My, YTO €ro JACMCTBUS OLICHWBAIOTCS HETaTUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HY)KHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJIBIM O (PaKTe€ arpeCCUBHOTO MOBEJACHUS B CETH.

MoO6unbHbIN TenehoH

CoBpeMeHHbIe CMapTPOHBI U TJIAHILIETHI COJIEPKAT B ceO€ BIOJIHE B3POCIbIN
GyHKLIMOHAT, W Temepb OHM MOTYT KOHKYpUpPOBaTh CO CTAallMOHAPHBIMU



KoMIibtoTepamu. OJHAKO, CPEACTB 3AIIUTHI JIs1 MOJOOHBIX YCTPOMUCTB MIOKA OYEHB
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEd B HHUX IMPOUCXOJIUT HE TaK
WHTEHCUBHO, Kak 1y [1K, To ske camoe kacaeTcst 1 MOOMITBbHBIX TIPHUIIOKCHHM.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl yXKe TPaKTUYECKA JIOTHAIH
HACTOJIbHBIE aHAJOTH, OJHAKO pacHupeHue (yHKIMOHAMa BIeYeT 3a coOoH
OOJIBIIIYIO CJIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

Jlaexko HEe Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIIIHEC
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIs1 0€30MACHOCTH MOOUIILHOTO TesieoHa:

Huuero He sBisieTcst mo-HacrosiiemMy OecriiaTHbIM. Bylib ocTOpoXkeH, Be/b
Korjia Tebe mpeayiaratoT OecIyIaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI Kakue-
TO IUJIATHBIE YCITYTH;

Hywmaii, mpexie uem oTnpaBuTh SMS, poto nim Bugeo. Tl TOUHO 3HACIID,
rJe oH" OyyT B KOHEUHOM UTOTE?

Heo6xo1umMo 0OHOBISATE ONEPAIMOHHYIO CUCTEMY TBOEr0o cMapTQoHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPaMMBI JIsI MOOMJIBHBIX Tee()OHOB;

He 3arpyxaii mpuiaokeHusi OT HEM3BECTHOTO MCTOYHHUKA, BEAb OHU MOTYT
coJIep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUECHHE;

[locne Toro kak Thl BBIMAEHIb C CaidTa, I7I€ BBOAWJ JMYHYIO HHPOPMALHUIO,
3aiiin B HACTPOIKK Opay3epa U yaanu cookies;

[Tepuoauyecku npoBepsii, KAKWE MJIATHBIE YCIYTH aKTUBHPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOUIBHOTO TelieOHAa TOJIBKO JIOJSM, KOTOPBIX ThI
3HaEllb U KOMY JOBEpPSEIIb;

Bluetooth momken ObITH BBIKJIFOYEH, KOT/Ia Thl UM HE MOJb3yemibcsa. He
3a0bIBail MHOTIa TIPOBEPSTH ITO.

Online urpst

CoBpeMEHHBIE  OHJIAWH-UTPBl - O3TO  KPACOYHBIE, 3aXBATHIBAIOIIUE
pa3BieueHusi, OObEIUHSIIONIME COTHU THICSY YEJOBEK MO BceMy mupy. Urpoku
UCCIEAYIOT JaHHBIM UM MUp, OOIIAIOTCA JPYT C JAPYTrOM, BBIMOJHSAIOT 3aJaHus,
CpPa)arTCsd C MOHCTPAaMH M TMOJYYalOT OMNBIT. 3a YJAOBOJbCTBME OHHU ILIATST:
MOKYTAIOT AUCK, OIJIAYMBAIOT AOOHEMEHT WJIU MPUOOPETAIOT KaKHUe-TO OTIUH.

Bce atu cpeacTBa uayT Ha IOAAEPKAHUE U PA3BUTHUE UTPHI, & TAK)KE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3aMIaTKU TSl MPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mnomoOHBIX Wrpax CTOUT omacarbCsi HE CTOJBKO CBOMX COIEPHUKOB,
CKOJIbKO Kpa)XM TBOETO IMapoJisi, HA KOTOPOM OCHOBAaHA CUCTEMa aBTOpHU3AIUU
OOJBIITMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecnu apyroit urpok BeaeT ceOs II0X0 WU CO3JaeT TeOe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CITUCKE UTPOKOB,;

2. Iloxanyiics aAMUHHCTpaTOpaM WIPbl Ha IUIOXO€ TMOBEICHUE 3TOr0
UTPOKA, JKENATENBHO MPUII0KUTh KaKUE-TO JOKa3aTEIbCTBA B BUJE CKPUHOB;

3. He yka3biBail 1nuHy0 nHGOpMaIKIO B Tipodaiisie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;



5. He ycranaBnuBaii HeopuimaabHble NTaTYd U MOJIBI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jaxe BO Bpemsi WUIpbl HE CTOMT OTKJIIOYAaThb aHTUBHpYyC. Iloka TbI
UIpaelllb, TBOM KOMIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WM KpaXka TUYHBIX JaHHBIX

OOBIYHOI Kpakell JeHEer U JOKYMEHTOB CETrOJIHs YK€ HUKOIO HE YJIMBHILb,
HO C pPa3BUTHEM HWHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKH IEPEMECTUIIUCH B
UHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JIETIOM.

Tak mnosiBuiach HOBas yrpos3a: UHTEPHET-MOIICHHUYECTBA WM (DUILIUHT,
rJIaBHas 1eJdb KOTOPOrO COCTOMT B TMOJMYYEHUH KOH(PUACHIMAIbHBIX JaHHBIX
MOJIb30BaTENEH - JTOrMHOB U maposiei. Ha anrnmiickom si3bike phishing yurtaercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenn 3a cBoMM akkayHTOM. Eciu ThI momo3peBaenip, 4TO TBOS AHKETA
OblTa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ W COOOUIMTH
aJIMUHHUCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOpEE;

2. Ucnonw3yii 6e30macHbie BeO-CaiiThl, B TOM YKCJI€, THTEPHET-Mara3uHoB 1
MOMCKOBBIX CUCTEM;

3. Ucnonp3y#t clOXHBIE W pa3Hble Mapoiu. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUJIEHHUKH MOJYyYaT JOCTYI TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4.Ecnu TeOst B3IOMalIM, TO HEOOXOAMMO MpPEAYIpPENUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J00OaBJIEHbl y T€OsI B JPYy3bsiX, O TOM, YTO T€Os B3JIIOMAJH H,
BO3MO>KHO, OT TBOETO UMEHH OyJET pacchliaThCsl ClaM M CChUIKM Ha (PUILIMHIOBbBIE
CalThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MoOmibHbIN TenedoH;

6. OTKJII0UM COXpaHEHUE MapoJisi B Opaysepe;

/. He oTkpsiBail ¢ailiibl U Jpyrue BIOXKEHHS B MUCHbMAaX, JaXKe €CIIM OHU
IOPUILIM OT TBOUX Apy3el. Jlydille yTouHH y HUX, OTIPABISIIM JIM OHH TeOE ITH
(baibl.

[udporas penyTarus

[udpoBas pemnyTamus - 3TO HETaTUBHAs WM MO3UTHBHAs MH(OpMaLus B
cetu 0 Tebe. Kommpomerupyromas wuHbopmaius, pa3MelleHHas B HHTEpHETE,
MOYET CEPBhE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOU ku3HU. «[{udposas
penyTanus» - 3T0 TBOH UMUK, KOTOPBIH hopmupyeTcs u3 nuHpopManuu o Tede B
VUHTEPHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TMOJIOKEHHUE,
O0COOCHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue MnOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K MyOJMKAIMH JTUYHON
uHpopmanuu B MHTEepHETE, HE MOHMMAsi BO3MOXKHBIX TociencTBuil. Thl naxke He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadus, pa3MeIlleHHas 5 JIeT Ha3aj, cTaja
MPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaguii U gpyrue IeUCTBUS MOTYT
HE MCYE3HYTh Ja)Xe IOCJ€ TOro, Kak Thl MX YyJajdullb. Thl HE 3HACIIb, KTO
coxpaHwi 3Ty UHPOpPMAIMIO, TMoMnajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H



COXpaHWJIach JU OHA, a TJAaBHOE: YTO MOAYyMarT O TeOe OKpY’Karollue JIIOIH,
KOTOpbIE HAaWAYT U yBUAAT 3T0. Haiitu nH(OpMaLnio MHOTO JIET CILyCTSI CMOKET
JTr000H - Kak U3 T0OpBIX MOOYKIEHUH, TaK U C HAMEPEHUEM MIPUYUHUTE Bpe. ITO
MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE ITUGPOBOH permyTalUu:

1. ITogymaii, mpexae yeM 4yTo-TO MyOJMKOBATh U MEpeNaBaTh y ceds B Oiore
WJIM B COLIMAJILHOM CETH;

2. B nHactpoiikax mpouis YCTaHOBM OTpaHMYEHUS HAa MPOCMOTP TBOETO
npouiIs ¥ €ro CoAEepP>KUMOro0, CEIall ero TOJIbKO «JUIs IpY3€eiDy;

3. He pasmemaii u He yka3plBail HH(pOpMaLHIO, KOTOpas MOXET KOro-imdo
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE IpaBo

CoBpeMEHHbIE UIKOJBHUKM - aKTUBHBIE IIOJIb30BaTeIM  IU(PPOBOTO
npoctpaHcTBa. OJHAKO JaleKo HE BCE 3HAIOT, YTO IMOJb30BAHHE MHOTUMU
BO3MOXHOCTSIMM  LM(ppoBoro  Mupa TpeOyeT  CcOONOJECHHS  NpaB  Ha
WHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTb.

TepMUH «UHTEINIEKTyadbHasi COOCTBEHHOCTb» OTHOCHUTCS K pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOIO YMa, HAuyMHAasi C HOBBIX HM300pETEHH U 3HAKOB,
0003HavyarIKX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U 3aKaHYMBAasl KHUTaAMHU,
doTorpapusMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO IpaBa HA MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKUE IPaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOrO, YTO WHTEJJIEKTYaJIbHbII/TBOPUECKUI TpyJ aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeMJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3ysibTaTaXx CBOETO TPYyJAd, MOJIYYUTh U3BECTHOCTb W Mpu3HaHue. Hukro 06e3
paspelieHuss aBTOpa HE  MOXET  BOCIHPOM3BOJIWUTH €r0  NPOMU3BENIECHHUE,
pacnpocTpaHsiTh, NyOJUYHO JE€MOHCTPUPOBATH, MPOJABATH, HMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIHOJIHATH, MMOKA3bIBATH/UCIIONHATh B 3(Upe WU
pasmemats B MHTEpHETE.

Hcnonb3oBaHne «IMHUPATCKOr0» MPOrPAMMHOTO  OOECHEUYEHHS] MOXKET
IPUBECTH K MHOTMM pHUCKaMm: OT MOTEpH JAHHBIX K TBOMM AaKKayHTaM [0
OJIOKMPOBKU TBOETO YCTPOICTBA, IJie YCTAaHOBJICHA HellerajbHas nporpamma. He
CTOMUT TaKXe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHble W O€CIJIaTHBIE MPOrPaMMBI,
KOTOpBIE MOKHO HAUTHU B CETH.

O nopraine

CereBU4OK.p( - TBOI IJIaBHBIA COBETYHK B CETH. 3/1€Ch Thl MOXKEIb Y3HATh
0 0€30MaCHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3IKOM, @ MPU BO3HUKHOBEHHUH
KPUTHUYECKON CUTyallud OOpaTUTHCSA 3a COBETOM. A TakKe NPUHATh y4dacTHE B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



